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Abstract 

Big Data promises great socially accepted and desirable benefits. However, in general terms, the datification of life has made 
people to lose some awareness of the risks involved in the massive analysis of data regarding their fundamental rights. This fact 
is used by the companies involved in the data value chain to maximize their benefits although this implies the proliferation of 
negative externalities assumed by the information holders. The Colombian State has made great efforts regarding the protection 
of data and privacy, as demonstrated by Law 1266 of 2008 and Law 1581 of 2012, nevertheless, a deep literary review leads to 
conclude the need to adapt to the international context.   
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1. Introduction  

In the last decade, eight of the leading global economies, including the United States, the United Kingdom, 
Australia, South Korea, the European Union, France, Japan, and China have made progress in a national policy on 
data exploitation. This represents a very significant advance in Colombia, which is taking a step forward with this 
issue as reported by the Revista Dinero ("Big Data Public Policy", 2018) [1]. 
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Colombia is the first country in Latin America to develop a public data exploitation policy through the National 
Council of Economic and Social Policy (CONPES - Consejo Nacional de Política Económica y Social), declared on 
April 17, 2018, thanks to the joint work of the National Planning Department, Ministry of Information, Technologies 
and Communications, and the Superintendence of Industry and Commerce. This policy is intended to invest around 
16,728 million Colombian pesos to expand the use of data, so that they can be managed as assets to generate social 
and economic value (DNP, 2018) [2]. 

However, the expected benefits of the massive data analysis is not only referred to the public sphere, but extended 
to the private sector. The Economist newspaper affirms the existence of an "economy of data" where people exchange 
their data for free access to digital services, like the access to social media platforms or search engines. These data 
are collected, stored, and subjected to analytical processes that allow discovering valuable uses (Puldain, V. 2017)[3], 
(Supriyadi, D. 2017)[4]. 

At a global level, companies like Facebook, Google, Amazon, IBM are taking advantage of this technology. In 
Colombia there are companies like Proclive that, using Big Data are obtaining great benefits by optimizing business 
decisions, predicting the behavior of consumers to better satisfy their needs, improving marketing strategies, among 
other uses (Lane, J. et al; 2014)[5], (John, L et al; 2009)[6], (Fuster, G and Scherrer, A; 2015)[7], (Gellman, R. 
2017)[8].  

Nonetheless, Big Data involves the handling of personal information, as well as making (automated) decisions 
that affect the interests or rights of people. In Colombia, personal data are protected by the Political Constitution, 
Law 1266 of 2008, Law 1581 of 2012, constitutional jurisprudence, and other rules of a regulatory nature. All these 
rules are based on the fundamental right to habeas data (Fernández, J. 2017)[9], (Márquez, B. 2016)[10]. 

In this research, a literature review and analysis is carried out to obtain an understanding of the legal conditions 
in terms of protection of personal data that should be guaranteed in the massive data analysis (Big Data) to ensure 
the individual's computing self-determination. 

2. Method  

To address the problems proposed in the research, some methods of linguistic, logical, systematic, comparative, 
and empirical analysis are applied to materials such as doctrine, jurisprudence, and legal texts, as exposed by Daros, 
W (2017)[11], both for Colombia and other States, regarding the protection of personal data in the digital context.   

The use of linguistic and logical analysis defines fundamental concepts such as habeas data, big data, computer 
power, principles of personal data management, as well as identifies the propositional relationships that exist between 
them, the logical problems, definition, coherence, and fullness of the legal order in relation to the data protection 
(Bayern, S; 2009)[12], (Daries, J; 2014)[13], (Garriga, D; 2016)[14], (Viloria, A and Viviana Robayo, P; 2016)[15], 
(Gaitán-Angulo M. et al; 2018)[16]. 

3. Results and Discussions 

The national and international regulatory regime for the protection of personal data, as well as its scientific and 
philosophical basements have evolved according to the technological and economic conditions in which computer 
power is globally exercised. Since the middle of the 20th century, the appearance of the computer of centralized 
architecture (Albrecht, J; 2016)[17], which allowed the automated processing of personal information, permitted the 
appearance of the concepts of transparency, security, purpose, restricted circulation, independent authority, damage, 
and other legal principles within the legal systems of the European and Anglo-Saxon States (Canbay, Y and 
Sağıroğlu, S; 2017)[18], to be applied to the personal data processing.  
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The appearance of the personal computer and the internet generated a regulatory boom in the area of personal data 
at a global level (Barocas, S and Nissenbaum, H; 2014)[19], with the proliferation of international, internal, and 
community standards. Thus, the results demonstrated that law is intrinsically linked to the technological and 
economic context, and as a product of society and history, its influence embraces the conditions of technology, 
economy, and the society, creating relationships that respond to human anthropological needs in particular contexts 
in order to ensure the dignity of the person. This was precisely what happened to the normative regime of habeas 
data (Puccinelli, O; 2015)[20], (Leenes, R and Kosta, E; 2015)[21], (Leenes R; 2016)[22].   

The Colombian State adopted the international and foreign policy intended to protect habeas data through the 
promulgation of the Political Constitution of 1991, the subsequent constitutional jurisprudence, Law 1266 of 2008, 
and Law 1581 of 2012. In this legal system, the centrality of the human person prevails since it exists for the purpose 
of guaranteeing individual control over personal information in order to limit the computing power held by large 
private companies or public institutions. This was the conclusion drawn from the analysis of current regulations on 
the subject (Fernández, J. 2017)[9], (Márquez, B. 2016)[10]. 

However, with the appearance, in the last decade, of the Big Data, serious difficulties are generated for the 
application and compliance with the legal principles of personal data protection since the underlying logic of this 
new technology is substantially different from the aims pursued through the Colombian and foreign regulatory regime 
for the habeas data protection (Mayer-Schönberger, V. and Cukier, K; 2013)[23]. According to the legal doctrine, 
the principles of data administration is obsolete in the new context of the digital economy, for this reason, the 
Colombian State seems not to have an adequate level of protection, at least from the instrumental point of view, as it 
was demonstrated in the second chapter (Manrique, G; 2015)[24], (Parraguez, K and Caldera, E. (2016)[25].   

Facing this situation, international experience shows that several regulatory adjustments have been made at an 
external level (Gil, G; 2016)[26]. The most important of these improvements is the European Parliament's expedition 
within the European Union of the RGDP reinforcing the new legal provision with the principles of freedom, 
transparency, and demonstrated responsibility (Gantz J and Reinsel D; 2011)[27], (Crawford, K and Schultz, J; 
2014)[28]. Likewise, it enshrined new rights in order to empower the personal data holders, trying to mitigate the 
asymmetric relationship they have with the large companies that are benefited from the exploitation of their personal 
information. The question that emerges regarding this aspect is whether the Colombian State should adopt to this 
new normative trend. 

This issue is especially complex because, when analyzing the incentives that the Colombian regime for the 
protection of personal data generates in private agents (Floridi, L; 2002)[29], (El Emam, K and Álvarez, C; 2014)[30], 
it was concluded that this regime encourages or favors corporate strategies tending to evade compliance with the 
principles of personal data administration due to the high regulatory costs (Jaramillo. R; 2016)[31], and the logical 
contradiction between the Big Data business model and the scope of such principles.  

In first place, given the current technological conditions, the scope of application of Law 1581 becomes too broad 
as all information generated by a person in the network would be identifiable or determinable, which extends the 
property or ownership of the data to all the existing information in the network, and reduces the useful effect of the 
normative regime. As an alternative to this increasingly broad regulatory environment, companies decide to apply 
severe anonymization techniques, in which they get trapped since this condition also means a significant loss of 
utility. This is called the utility paradox (Hueso, L; 2017)[32].   

Only large companies or data barons, owners of mass databases, can easily overcome the paradox of utility since 
they can evade compliance of regulations through tracking techniques of the information owner in the network 
without needing to collect identification features or identifiable information of the subject, or failing that, they can 
anonymize without losing utility when applying re-identification techniques. In this sense, Law 1581 really privileges 
the dominant position of the data barons in the market, given that regulatory costs are essentially assumed by small, 



1216 Jesus Silva  et al. / Procedia Computer Science 151 (2019) 1213–1218

4 Author name / Procedia Computer Science 00 (2018) 000–000 

 

medium, or new entrepreneurs who enter the Big Data economy, which represents a big problem to implement the 
recommendation nine (9) established by CONPES in the document 3920 of 2018 (Beavers, A; 2013)[33], (Bennett, 
C and Bayley, R; 2016)[34], (Zarsky, T; 2016)[35].   

4. Conclusions  

The Colombian State faces the challenge of protecting the information holders in a data market operated by 
corporate leviathans, owners of massive databases, which operate not exclusively within the scope of their 
jurisdiction but globally. This allows to easily evade the action of the personal data protection authorities, taking 
advantage, to a certain extent, of the lack of coordination of the different existing data protection regimes. Under 
these circumstances, public authorities fail in the attempt to guarantee the centrality of the person and their 
constitutional rights in the digital network.   

The legislation on personal data, Law 1581 of 2011, instead of limiting the computing power, ends up generating 
the opposite effect in the context of Big Data. On the one hand, compliance with the treatment purpose principle 
prevents the emergence of secondary data markets that would be exploited by new competitors in the market, so its 
real effect is to empower or reinforce the position of domain held by the data barons, generating losses of 
competitiveness for entrepreneurs or small entrepreneurs who, by applying this principle in strict sense, could not 
use the collected personal information for secondary uses.   

At the international level, the proposed regulatory solution to this problem is to open the way for the employ of 
personal information in secondary uses, which are not necessarily related to the main purposes of the treatment, 
provided that they are fair and are used in scientific or statistic research, without affecting (Zhang, X et al; 2016)[36], 
(Engan, M; 2017)[37], (Forgó, N et al; 2017)[38] in any way, the interests or rights of individuals, that is, that they 
are not a basis for making automated decisions with effects against human people. Thus, this solution intends to 
reduce the negative externalities or risks that arise from Big Data in the automated decision-making processes. In the 
same way, the emergence of secondary data markets for research purposes is promoted for the benefit of both public 
institutions and private companies.   

It should be borne in mind that the task of adjusting the principles of data protection to the new technological 
context is not exclusive to the Colombian State, since the nature of the risks that derive from Big Data is global. The 
agents that benefit from the massive analysis operate without being subject to jurisdictional limits (Hox, J and  Boeije, 
H; 2005)[39], (Gayo, M; 2017)[40], (Gellert, R; 2018)[41] therefore, it is necessary to make a call to the international 
community to take this issue seriously since it threatens the self-determination of individuals with the emergence of 
data bases of ruin (in the terms of Paul Ohm). Lastly, it is essential that the data protection authorities be strengthened 
at the global level so different data protection regimes can be coordinated, and effective solution models can be 
established to restore the centrality of the data owner.   
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