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Abstract

In this type of explanation, strictly economic or criminal motives predominate: mainly the control of routes and places, and the
punishment of desertion or treason. The precarious and fragmentary nature of the public discourse of drug traffickers as well as
the preponderance of police narratives has concealed the strictly political dimension of "criminal" violence in Colombia. In
pragmatic terms, organized crime and politics are more similar than we would like to assume. They have in common the
objective of dominating territories, resources and populations; both tend to stand as a system of "parasitic intermediation". Both
mafias and the state offer "protection" in exchange for payment of fees, reward loyalty and punish treason. It is the discursive
acts that accompany violence and the series of institutional procedures in which they are registered that allow us to draw the line
between the political and the criminal, the legitimate and the illegitimate, the just and the unjust. In Colombia, that border has lost
clarity. In this study, an analysis of narco-messages found in banners, social networks and other databases is carried out by
applying data mining, in order to propose a geospatial model through which it is possible to identify and geographically distribute
the authors of the messages.
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1. Introduction

In Colombia, municipal and state government agencies have used criminal groups to impose political control, and
there have been reports of employees moving between the municipal police and private armed groups. In addition, in
recent years there has been a growing participation of members or former members of organized crime in electoral
politics. But there is another, perhaps more subtle, dimension to this approach that has to do with the difficulty of the
state in establishing and defending what, in principle, distinguishes it from other armed groups. The difficulty of
discursively drawing the line between crime and politics [1].

This loss of authority implies that the series of discursive acts that constitute the daily practice of the State
from the granting of a driver's license to the resolution of a judicial investigation have been losing linguistic
effectiveness [2][3]: capacity to affect the world. It implies that government agencies face more and more problems
when trying to establish themselves as reliable sources. It is difficult to say that there are a series of specific political
demands for drug trafficking, as was the case, for example, with the fight against extradition in Colombia. Nor does
there seem to be a coherent and general social or ideological narrative that frames, defines or gives meaning to the
suffering. There is, for example, no discourse that allows pain to become a sacrifice oriented towards the
achievement of a greater good, since it does not guarantee the survival of the next generation: "I got involved in this
so that my children do not have to kill their backs by working". It is not enough to form a political subject as such,
an "us" well defined with its own demands as in [4].

Even so, in the sporadic and somehow unsuccessful public expressions of drug trafficking, it is possible to
delineate something that goes beyond the strictly economic or criminal and that suggests the ideological and political
dimensions of the conflict. This paper analyzes a particular type of expression: messages written on pieces of cloth
or cardboard that began to appear frequently on the public streets around 2006. Narco-messages are almost more
media than the message: their form goes beyond the meaning and content [5]. First, because many derived their
public visibility and discursive force from appearing physically associated with a corpse. It is not only the context in
which the blanket is found, but also its form. The vast majority are written in spray paint, with abundant spelling
errors, insults, and unintelligible statements. The exception to this rule has been the blankets of criminal
organizations.

2. Methodology

As a result of the need to contribute to improving security in Colombia, automated methods for analyzing
message content and identifying potential authors are increasingly essential [6]. In this context, this research seeks to
make a contribution to the national police (PN) in identifying potential perpetrators of these crimes by analyzing the
content of messages using natural language processing and Al techniques.

The existing problem is largely due to the following characteristics [7]:

. Insufficient human resources.
. Large amount of information available (message characteristics)
. There is no articulated automation mechanism.

Human beings have unique habits and patterns of behavior, which leads to conjecture that certain
characteristics (common words, spelling mistakes, autograph signatures, among others) will be constant. Therefore,
the type of message and the focus of the contribution of its impact will be determined: categorization of the author.
Based on the semantics of the message, it is possible to determine the purpose of the message (threatening, claiming
territory, revenge, among others). Therefore, it is important to analyze, design and implement a mechanism for the
NP, in order to support the identification of the geographical distribution of message authors using techniques such
as natural language processing and text mining. To do so, it is necessary to obtain a set of characteristics from a
series of messages for their analysis, sort a set of messages by means of similarities to assign them to a specific
author, and then generate distribution maps where those authors operate. This way, the NP will have a model that
will allow it to efficiently automate the analysis of the messages' content, as well as to identify the authors and group
them geographically [8][9].
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3. Text analysis and geo-location
For text analysis and geolocation, a three-phase model is proposed, which is described below [10][11][12].

Phase 1: Repository generation.

. A sample of 100 drug messages is obtained and analyzed with social data mining techniques.

. An image processing (Selection of images with readable text) is performed to determine the location of the
images on a map of the city.

. OCR (optical character recognition) is applied with Matlab to convert a scanned text image into a text
document.

Phase 2: Identification of the authorship using the Weka tool.

. In this phase, criminal groups are incorporated into the repository in order to extend the message corpus.
Through similarity measures (e.g., distance from Mahalanobis) in the messages, the possible "criminal
group" will be identified, generating agglomerations.

Phase 3: Generation of criminal group distribution maps to determine similar robbery-violence scenarios.

The data obtained and stored in the repository shall be processed using the R language to determine the frequency
of items related to the same criminal group.

. The results will be discussed in the light of similar studies, in order to propose a public social policy to
support people who require more protection.

4. Application of tools

The WEKA [13][14][15] social data mining tool was used to analyze the corpus data, based on the following
process. First, a model was developed to explain the behavior of three samples of people, and how it affects their
style of discourse related to narco-messages in narco-blankets. Among the results obtained with WEKA, a
relationship was found between the parameters of hypostasis and parataxis, used by the different readers of this
message, the speakers communicate with the Criminal group [16][17][18].

Table 1. Distribution of claims by category and ordered by three analyzed samples.

Sample 1 Sample 2 Sample 3
Language Influence Challenges Threats

N 521 254 412
Imperatives 14% 38% 25%
Directive statements 7% 8% 8%
Simulation directives 9% 5% 6%
Interrogative Directives 3% 1% 3%
Postscripts of interrogatives 33% 20% 30%
Joint Directive 14% 4% 15%
Explosive questions 4% 13% 1%
Information questions 18% 24% 11%

Mechanisms for attracting attention 1% 1% 3%
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Also, it is found in both cases that users and readers of these messages showed a higher hypostasis and lower
parataxis with respect to Spanish speakers. This can be explained by the use of informal speech of people related to
"narcocorridoes", songs related to criminal groups, because they try to assimilate more easily to people with
common ancestors (several people in this criminal group are native speakers of the same region in Colombia), and
the decision to buy is highly influenced by the language community.

5. Text analysis and geo-location

It considers a sample of 587 message segments (521 Influence messages, 254 Challenge messages and 412 Threat
messages) related to criminal groups recovered in the last three years, made up of three samples (sample 1 with
Influence messages, sample 2 with Challenge messages and sample 3 with Threat messages), as well as
conversations in social networks, to identify different behaviors (see Table 1).

The use of data mining on social issues has proven to be a key part of corroborating the linguistic trends of an
established group within a common social network, however, it is possible to find certain variations depending on
the intention of the message and the linguistic resource used in different languages, see Table 2.

Table 2. Contributions made to the discourse by a social network according to different words, including the turns
of phrase used by the language.

Volume of Speech
Type of message Emitted words Repetitions Average of words in a
time
Influence 1254 521 6.3
Challenges 3251 365 8.5
652 254 6.1

Finally, with the location of each drug message, a geospatial model is proposed to represent each scenario and
determine future situations related to this type of criminal group. In Figure 1, this model is presented on a map of the
department of Risaralda in Colombia. It shows the average number of words per region.
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Fig. 1. Geospatial model with the locations of each narcomessage in Risaralda and the places where it is more specific that a new message is
produced.
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6. Conclusions

There are a number of important questions that deserve further investigation. One of them would be to find new
sources of information on the use of these three languages and other cities with similar problems of criminal
situations as in the city of Medellin (where in a range of 720 days it had just over 100 narcotics) [19]. One area with
great potential is the use of electronic media, specifically digital music [20]. [21] shows a system that learns from
user preferences based on the music played. After songs are selected to be played in a shared physical environment,
based on the preferences of all the people present, this software has a narrative script to make recommendations to
other users in a free text [22][23][24].
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